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Section1z Introduction 1.2z Document Organization and Contents
GThe secret of success is not predicting the future; it is creating an This document consists of the following sections:
organization that will thrive in a future that cannot be predicteél § Sectionl, Introduction C (this Section) which provides
Michael Hammer, author and noted authority on Business Process Re information regarding the scope and objectives of the
Engineering planning effort, the organization of the document, the

methodology used to develop the Stratediechnology
1.z Scope and Objectives MasterPlan, and an Executive Summary
This document, entitleGtrategicTechnologMasterPlan was § Section2¢ KS /Cariera REnvironmentg which
prepared for theCity ofFresro (City) by NexLevel Information provides a summary of the findings and recommendations
Technology, Inc(NexLevel) as the culmination of an extensive provided in the IT Assessment Repibit was previously 5
process of information gathering, analysis, collaboration and review prepared for Fresnot® 2 OdzY Sy u uKS / AueQa Od
GKIG AyOfdRSR aSOSNIt 62N akz2Ua ¢ dnvormpidrtecinglegy enyirgnmengeluding & overyigng o 3
management tem to review and prioritize proposed strategic 2T UKS /AueQa O2yF2N¥Iyos 4z L¢
information technology projects. resulting recommendations

. ) . § Section 3Enterpriselnformation Technology Trends

The Strategid echnology MastePlan will enable the City to better which provides a discussion of the most significant changes
allocate its information technology resources and to obtain greater in information technology which willkelyimpact the City
benefits for its investments iimformation technology. The plan over the duration of theStrategic Technology MastBtan
does not attempt to predict the future; but rather, to enable the _ _ .
City to more effectively respond to new and/or changing § Section 4 StrategicTechnologyMaster Plang which
requirements by proactively adapting processes, organization, provides information regarding thepen and collaborative
people, and infrastructure. process that was used to develtpe Plan, including the

steps in itddevelopment and refinement and the resulting
Terminology project madmap
To avoid confusion, concepts and observations in this document § Section 5, Conclusiogwhich provides thoughts and 3
regarding the use of information technology in general are spelled 20aSNWFuUAZ2Zya F2NJ UKS [/ AueQa O2y.
2dzi OGAYT2NNIFGAZ2Y (SOKy2f 258 ¢ Xja 2 NJ PoSENBSERSIH (OAR  SHELLISPadySavgysignsdayt R SgASt 2
usedo NB F SNBY OS (i KS Sérvicé®epaimenty T 2 N | (G A 2 yocal governments and speciibtricts in the State of
Il RRAGAZYFffes GKS GSNX aL¢ {dN}GSarCglifofnigr ye¢s a4 dzaSR Ay (GKA& R2Odzy§
Ad AYOGSNOKFy3aISIoftS gAGK GKS /AbGeQa {GNIFGS3IA0 ¢SOKy2f238 aladGdSNItfl
or STMP.
Final Report November, 201¢Revised November 2017) Page |1 =XL=V= -~
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1.3z IT Strategic Planning Methodology
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Figure 1¢cMethodology

Figure 1, Methodology, depicts the process used to develop the
| A (S&alegic Technology MastBtan. The IT Assessment Report
(left, middle)wascompkted in August 2016 and wagveloped
based on information gathered through:

§ | NBOASge 2F (GKS /AdeQa .L¢

§ | AaAdz2NBSe 2F GKS dzaSNna atl
provided by the City along with opended responses as to
what P doeswell andareas wherdSDcould improve.

§ LYGSNDASgaE oAGK 1S@& adl {SK2f
community.
§ 'y FaaSaavySyid 2F GKS /AdeQa

practices including an assessment of the security of the
I AG@Qa ySi g 2adilieslthyt Ras piférrackl Byl 1
an independent security specialist.

R20dzYSy Gt dAazy
5 FP ipgme 19; thgsg Frivitieg iz e corgpletipr gf s rejaerk

Following review of the IT Assessment Report by the City, NexLevel
developed a list of potential strategic information technology
projects and incorporated that list into a project pfofio that

LINE GARSA AYyTF2NXIFGA2Y FT2NJ SIFOK 2F (F
sponsor, description, estimated low and highd costs, the level or

risk and the level of effort involved, and an assessment of the

LINE 2SO0 Qa LI GSythe prdjectpamdliibyWwassa a A Y LI Of

reviewed by the City, updated by NexLevel, and provided the
starting point for the Prioritization Workshop (just right of center in
the diagram).

ThePrioritization Workshop was held ddctober 3 2016 with the
objectives of:
§ RSOASHAYT GKS LINR2SOI0
stakeholders including the City Manager atepartment
heads

§ Adding, changing, or deleting projects as needed

8 Identifying the most criticalijneeded projects and assigning
them to a timeline

§ Achievingconsensus on the preliminary project timeline
YR LINE OSRdzNEB a

the Strategic Technology Master Plan, which will be utilized by the
City as a roadmap for the procurement and implementation of
technology pojects and activities over the next three to five years.
RSNA Ay GKS /AdGeqQa dza SN

The next step to be undertaken is the establishment of a technology
geyaqnge,\lf@mew

the foundation for Citywide technology delivery, including oWera

tgchnology direction, resource allocation, and regular monitoring of,

and reporting on, STMP projects and activities. THe (i & Q &
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information technology governance committee witllize the STMP
as the guiding document for prioritizing technology dewis.
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1-4Z Executive Summary particular, factors such as reliability, availability, fpemance of IT
servicesand the quality and timeliness of information now

. ; s command the attention of citiethat are seeking to use information
i . terpri trategi \ . . I
v \ o \ Information \ information \ Technology  \ technology to improve the effectiveness and productivity of
Environ- y Survey o —— / Technology p Master /,f’ municipal services.
ment y / Trends y Plan /

The City of Fresno has a hybnéormation technology environment
Figure 2¢STMPExecutiveOverview that includes centralized business applications and IT services that

As depicted in Figure 3TMFExecutiveOverview this section of are §upported by IS@s well as puginess applications anq T _

the Strategic Technology Master Plan providesigh level summary services that are supported by individual departmepts with varying

2F GKS /AG2Qa OdNNBy G Ainyahethy I i S§8reqp of gaerginationith 1D .o Wiglq thishybpicsinformation

challenges being faced by the City of Fresno, as well as other technology environment has pronioted agility; economic growth,
municipalities, due to not only the continuing changes in the way and the deplpyment of SO"%“O”.S and services that might not have

information technology is being used, but also due to changes in _been otherywse been possible in recent years

information technology itself Additionally, thissectionprovides ':[ has alsq |Qc[eased th/_e f‘eed_ for T gov ern.arlce t? ensure that the .
information regarding the development of the Strategic Technology aLJA S OS_ a ¥Aue FyR 0 F_<| u-u K'S / 7\_ Ge Aa
Master Plan and the recommendations and strategic directions leverage IT investments (such as by sharing business applications

provided in the plan where feasible rather than replicating them). This is wehihe

Strategic Technology Master Plan comes into play.

4 EA #CHr@tt i§ Bnvironment _
_ o _ o The STMPwasdeveloped for the City of Fresitoy NexLevel as the
The changes in the capabilities (and complexity) afrmation culmination of an extensive process of information gathering,

technology and how organizations use information technology have  analysis, collaboration and review that included several workshops
been profound. Within a relatively short timeframe, developments | with{ S& YSYO6SNE 2F (KS /AdeQa YIyl 3Is)

D

including reliance on the Internet, mobile computing, mobile prioritize proposed strategic information technology projecte

applications, etc., have transformed information techogy from a key components of this process included

backoffice productivity tool to a strategic enabler for the delivery o . _ _

of City information and services to the public. § Ananonymous, citwide survey of user satisfaction with |
GKS / AdeQa Ay Tiammddthliciure andwith SOKy 2 2

Whereas the public might not have noticed in the past if an the services provided by ISD

information system was unavailable or slow, it is now immediately § The development of a detailédformation technology

SPARSYG G2 020K GKS /AdeQa AYUASNYI fasszdneM O2YYdzyAle FyR GKS Lzt A Od
These changes, in turn, necessitate changes in how cities govern,
fund, manage, and deliver information technology services. In
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8 The development of th&trategic Technology Master Plan
that is detailed in this document

Key findings and recommendations resulting from each of these
activitiesare summarized below.

061 EAA T £ OEA 50A006 3000AU
An anonymous, onlinaser survey was conducted from February
22,2016 to March 11, 2016. Of the approximately 3,684 City staff
invited to take the survey, 478 employees participated, a 12.9%
response rate. Approximately 32% of the respondents classified
themselves as being executives, managers, or supervigditsough
NexLevel tends to be cautious in drawing conclusions from the usg
survey alonethe results of the survegrovided insighs as to the
ardAaFTrOlAaz2y 2F GKS /AdGeéQa dza
08 L{5 FYyR (GUKS /AGeQa AyF2NXI

s

oo

¢KS NBadzZ §a 2F GKS a+24sé@Sn 27
greater detail in Secton ENB ay 2 Qa [/ dzZNNBy i L ¢
however, the survejound that79% of the participants were
satisfied, overall, with the services provided by, 8bich is

generally consistent with the level of overall satisfactiopaed in
prior surveys of this type conducted by NexLevel.

Information Technology Assessment

The information technology assessment included a series of
AYUSNIASsa oAGK (S@ dzaSNJ adl {9
management teamij KS & + 2 A DSNI2 Fdisdo¥s@Séthe
prior section, interviews with Information Sgshs Department
(ISD) management and staff, and@nprehensiveassessment of
0KS RSAINBS (2 gKAOK GKS /AGeQ3
a set of IT best practices.

Ia)

More detailed information regarding the results of the IT

Assessment are provided in Sectio8, Summary of IT Assessment;
however, in general, the assessment found théiiled KS / A (& Qa
conformance tdTbest practices argenerallycharacteristic of an
organization that has proactive approach to the governance of
information technology and the managemt and delivery of IT

servicesthat this has not always directly translated into the

effective delivery of IT services as a resitiliunding and staffing
O2yaiN}Ayida a ¢Sttt Fa GKS [/ AGeéQa
environment.

The specific recommendations resulting from the IT Assessment
included:

§ The City should augment its approach to IT Governance

i

LS SR

A . technol d secu In addition, no new IT
KS ; y ;Ognﬁﬁviél be creaN #outgg\e of%f:e}I department

1isp acquired several positions that will
serve in departments takingaee of that business
need, but reporting to ISD. This includes positions
for the Airports, FAX and Planning. This is the new
model that is being used by the City for technology
positions/support.

| a
@A

8 The City should take steps to: (a) improve the utilizatbn
K2t RSREEIHRD PIVYIPRRERE LA s /1 G2 qa
0 7-3-2021- The City is replacing PeopleSoft. An RFP
was issued and PeopleSoft is being replaced by
Tyler. Utility Billing will also be replaced by Tyler.
LINI Ol A Oaprojest Ras hediPuddeRaiaNtied O2 Yy F 2 NI
implementationis underway.
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8 The City should develop an Application Portfolio and

rationalize business applications
0 7/13/2021- This is underway.

The City should develop and addhtsinessContinuity and
DisasterRecovery plans

0 7/13/2021¢ This is underway. The Citysha
reviewed and revised its Continuity of Operations

The City ofFresno Strategic Technology Master Pla

Enterprise Information Technology Trends

To a large degree, the Strategic Technology Master Plan is driven by

GKS / AGeQa Odz2NNBgylenvikoynfeat,Ndfreni A 2y (G S OF
opportunities to improve it through the adoption of newer, but

nonetheless mainstream, developments in information technology,

and emerging information technologies that will liikenature and

become mainstream over the planningrimmn encompassed by the

plan (i.e., through FY 2020/21)he enterprise information

Plan (COOP) and ISD is currently revising its Disasfer technology trends considered include the following:

Recovery Plan to adjust to new networking
equipment as well as ERP replacement.

ISD should further adopt information technology best
practices

0 7/13/2021¢ This has been accomplished.

ISD should improve network security and develop a NIST
conformant cybersecurity plan

0 7/13/2021¢ This has been accomplished. There is :
new CyberSecurity Division with a Manager, a
Senior CyberSecurity Analyst and d&$ecurity
Analyst. The three positions are new and the only
position that needs to be filled is the newly created
CyberSecurity Analyst.

The City should reonsider the organization and staffing of
ISD

0 7/13/2021- This has been accomplished. The new
model that is being used is to create technology
positions that serve other departments, but report
to ISD.

8§ Alignment of business and digital strategiedhe
recognition of the linkage between operational and digital
strategies and the need to align them has been slow to take
hold in the public sector even as local governmentsshav
allocated resources to enabtbe public tobetter access
government services and information using the Internet.
The City will need to take a nmholistic approach as to
how these services (such as FresGO, the redesigned web
site, and social media) are integrated into City operations
and deployed

§ Enterprise data architecture and business intelligence
Cities have already accumulated massive anti®of
information; however, that information tends to be
inconsistently stored in siloed repositories, and this limits
their ability to readily accedfe information and use it to
manage prformance or to analyze trends.

8 Enterprise document and content enagement
Enterprise document and content management has been in
the mainstream for some time and has well established and
verifiable costbenefits.

8§ Organizational change manageme(@CM) Although
OCM has been in use for some timpeblic sector entities

Final Report November, 201¢Revised November 2017)
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have been more willing to expend resources on
transformational technologies rather than on the effort
required to fully realize the benefits of these technologies

§ Digital government Digital government is continuing to
evolve as concept and a methodology for the delivery of
government services and information to the public via the
internet, and will likely become more defined and mature in
future years, particularly with regar the need for digital
access to support the nesf disabled members of the
community.

8 Mobility and the consumerization of information
technology. Mobility is directly related to digital
government since increasingly, both internal users and the
public are accessing services and information in a rapbil
wireless environment, where traditional weiagesdo not
translate well andasthe number of mobile devices (and
their capabilities) evolves rapidly

8 Cybersecurity Cybersecurity has rapidly emerged as a high
priority concern in the public sector ase adoption of
wireless and clowthased servicefor both internal users
and the publichas made City information assets vulnerable
to unauthorized access, modification, and destruction

8§ Strategic sourcing / cloud servicesVNith the migration of
most business applications to a browsbkased user
interface, the gradual shift of product providers fran
premiseinstallations to hosted installations, and the greater
availability of wekbased services, organizations are better
able to source services tham the past. While not all web
services have become part of the mainstream at this point,
the use of wekbased applications (Softwaigs-a-Service)
and IT infrastructure (Platforras-a-Service) are viable
options f

Strategic Technology MasterPlan

In the murse of the development of th8trategicTechnology
MasterPlanapproximately sixty projectgvolving nearly every City
department or officgincluding projects currently in progress as
well as planned) were identifiegind planned for implementation
though FY 2020/21The predominant themes of the various
projects include

8

The establishment of a more comprehensive and proactive
approach to Citywide technology governance, the intent of
which isto provideguidancefor the implementation of
recommendations to improve and enhance technology
service deliverydong with the overalmanagement of the
Strategic Technology Master Plan

Projects to renovate or replace key components of the
I AdeQa AYT2NXIGAZ2Y,in0I@OKY 2t 238 A
reNBaKYSyd 2F LISNBR2YyFf O2YLldzi SNA
network, and the public safety communications system

Projecksto assess, renovate, or replace key business

applications including KS / A& Qa t S2L)X S{27Fi
the consolidation oflisparatework order systems, anthe

completion of theimplementation ofAccelafor land

management

Thesuccess of the Strategic Technology Master Plan will be
dependent on:

8

8

The ability of the City to manage the plan over time as
priorities and user requirements chge, new requirements
and priorities emerge, and new approaches to the delivery
of information technology become available

The ability of the City to effectively manage and allocate
user and IT staff resource3o a large degree, these

Final Report November, 201§Revised November 2017) Page |7
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resources aralreadyheavily committed tcsupporting
operations andnaintainingli K S ledady ®Riaess
applications and their supporting IT infrastructuréhe City
will need tobe able to allocate resources in accordance
with Citywide directions and priorities aniilee-up existing
IT staff resources Ishifting less valu@added IT activities to
contractors or external service providees well as taking
advantage of cloudhased services where feasible

Additional information regarding the information technology
projects and the process used to develop the plan is provided in
Section 4Strategic Technology Master Plan

Observations

Section 5, Conclusion, providgsecificobservations related to key
areas for the City including:

§ The role of leadership in promoting organizational change
YIEyF3aSYSyid Fa AG NBtFrdSa G2 GKS /AdeéQa AYLX SYSyidlFidAazy 27F
the recommendedgrocesses for IT governance and
resource planninghat were detailed in the IT Assessment
Report

8 The role of IT governance in promoting the effective use of
information technology, enabling organizational agility, and
ensuring that the City receives the highest possible return
for its investments in IT

8 The importance of ensuring that the City tastrong IT
foundation to provide the platform for effective use of
business applications, productivity toolscéuas document
management, andhe eventual use of information for
decision making, managing organizational perfance, and
predictive analysis.

Final Report November, 201¢Revised November 2017) Page |8 -
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Section2z 4 EA #CHremd & O
Environment

As outlined previously, NexLevel utilized several methods to gather

RFEGFE NBIFNRAYy3I GKS [/ AGeQa OdzNN
perceptions regarding IT service delivery, and the adequacy of
currenttechr2 f 23AS&8 Ay YSSGAy3a GKS /
included utilization of an anonymous, online survey tool, a series o
interviews with key staff in user departments and ISD, and a
comprehensive assessment tool that gauged the degree to which
0 KS praciicés@id procedures conform to a set of IT best
practices.

21z301 1 AU 1T & 061 EAA ]
The user survey is one of the data points that NexLevel evaluated
assess the effectiveness of the services provided byal8Duser
satisfaction with those services. The user survey included both
rated questions (where the respondents were asked to provide the
satisfaction on a scale) as well as ofgmled questions that

enaled users to provide additionatfiormation. The user survey
was onducted from February 22, 2016 to March 11, 2016. Of the
approximately 3,684 City staff invited to take the survey, 478
employees participated, a 12.9% response rate. Approximately

32% of the respondents classified themselves as being executives
managers, or supervisors.

Although NexLevel tends to be cautious in drawing conclusions fro
the user survey alone, it provides insight into eitide perceptions

of what ISD does well and what it could do better. Notable findings
from the user survey include

8§ Over 92% of the respondents who identified themselves as

(0]

=

m

0SAYy3 LINI 2F GKS /AdeéeqQa Yl

y

iKS8 ¢gSNB aldraFASR gAlK
business objectives, over 74% indicated they were satisfied

A G & Q& infer@ation jeehRolpay ynisasiRiGiude, 79% rered that

they were satisfied with network availability, 65% with the
speed of the internet connection, 94% with the control of
spam and blocking of unwantedrgails, over 94% with
communications regarding outages and updates, and just
under 70% with the availabilityf evireless / mobile services

8 , When asked how qften they had cantacted ISD for support

i OrEh ast tio fabAn€ 16 of Be @s@r@zs kdported
that they had contacted ISD 1 or 2 times during that period,
24% contacted ISD 3 to 5 times, and 15% contacted ISD
more than 5 times

In considering these contacts with ISD:

- Over 90% of the respondents reported that they were
satisfied with the process to contact ISD

- 88% of the requests were acknowledged immediately
and 30% within four hours

- 78% of the respondents notdatat they were satisfied
GAOGK L{5Q& 4&dzLJL}2 NI

Over 81% of the respondents were satisfied with the
business applications that they ysmd over 63% were
satisfied with the training that they had received on these
applications

to the survey

teir dkfebidlions

Overall, this indicates_ that the users re ondl
oyt

éeﬁeﬁaﬁ/%}{ﬂ’\at 181§ nfeetthg/oRk &
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with regard to infrastruture, applications, and support detailed
report containing specific results of the user satisi@c survey was
delivered to the City in April 2016.

2.2z Summary of IT Assessment

ThelT Assessment was developed using information that resulted
from a survey ofechnologyusers regarding their satisfaction with
GKS [/ AdeéQa ,intaviebs/ithkeyBsgrstakghiolders,
interviews with the IT Manager aril@Dstaff, an IT best practices
NEOASSESE YR I NBOASS 27
physical facilities by an independent firm specializing in
cybersecurity. This process providededaileddepictionof the

/I AleQa OdNNByld AyF2N¥YIFGA2Y S
expectations, current unmet needs, and future requirements.

The information gathered from these sourcesas consolidated to
provide a holistic view of where the City stawish regard to
conformance tahe IT best practicem six key dimensions, and this
isdepicted in Figur&, City Conformance to IT Best PracticEach

of the rings in Figur8 represents a band of conformance to IT best
practices with the red band repesenting G6to 20% conformance,
the orange band representing 2&to 50% conformance, the tan
band representing Sto 80% conformance, and the two green
bands at the center representing 80% to 100% conformance.

Thesignificance of theingsis as follows:NexLevel views
organizations that have less than 50% conformance to the IT best
practices as being essentially reactive in their approach to the
governance, management, and delivery of information technology
serviceswhile organizations that are more #&n 50% conformant to
IT best practices are regarded as being more proactive.
Organizations that are more proactive are better able to obtain
greater benefits for their investments in information technology

iKS a§¢C

than those that are not, and while reactive orgzations often

spend less on information technology (and thus have a lower total
cost of ownership for information technologyhey realize less
value for their investment# ITand are generalliessable to
effectively respond to new requirements.

IT Governance
(Enterprise Ownership)

Administration
(IT Ownership)

Figure 3 ¢ City Conformance to IT Best Practices

NexLevel haalsodivided thechart into six segments, each segment
representing one of the skeyRA YSY &A 2y & IRbestb SE[ SOS ¢
practicesmodel The A (& Qa O2y thehed pratid&n o A U K
each ofthe categoriedas been plottedand these points
O2yySOGSR gAGK | R2GG4SR fAyS G2
overall conformanceAs shown in Table 1, City Conformance to IT

LINE
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Best Practices, the City of Fre§héd 2 @S Ndaf58% NI G A y ]
conformarceto the best practicesvhich exceeds the previous
highestconformancefor similarassessmentsonducted by

NexLevel, although individually IT governance at 35% is just greats
than average and business technology applications at 26% is less
than average

Tablel ¢ Comparison of IT Best Practice Conformance
Best Practice Conformance
Average ‘ High
34% 50%

City of
Fresno

Best Practice Dimension

Low

IT Governance 10% 35%

Service Delivery 30% 40% 53% 63%

Business Tech. Applications 20% 35% 43% 26%

Infrastructure 15% 50% 74% 74%

Security / Information Protection 35% 49% 71% 81%

IT Administration 20% 40% 61% 55%

Overall Conformance 26% 41% 54% 58%

Conformance to IT best practicak®ne,however, does not
necessarily result in the effective delivery of information technology
services. As depicted Figure4, Factors Enabling IT Service
Delivery, the ability of an IT organization to execute is also
dependent on not only best practices conformanlat also on
enabling factors such as organizational mission and vision,
organizational culture, as well as IT fimgland IT organization and
staffing.

H

er

Enabling Factors

Organizational
Mission, Vision

Organizational
Culture

IT Best Practices

IT Ability to Execute
Conformance Y

IT Funding

¥ IT Governance

» Business Applications

» Service Delivery

# Infrastructure

» Security / Information
Protection

» IT Adminisration

» Responsiveness
» Sustainability
> Agility

IT Organization
and Staffing

Figure4 ¢ Factors Enabling IT Service Delivery

The latter (IT funding and the staffing and organization of ISD) were
found to be particularly relevant for the City of Fresmtere

restricted budgets over the lastvieyears did not enable I1SD to fully
YEAYUGlrAy FyYyR NBFNBaK O2YLRyYySyda
technology environment nor to maintain staffing levels.

27T

The goals for the City of Fresno emerging from the IT Assessment
include steps to improve IT best pragticonformance in

governance and business technology applicatiarisle

remediating the factors that are inhibiting, rather than enabling, the
effective delivery of information technology services that the

City carrealize an optimal balance betweeatal cost of ownership,
return on investment, and agility.
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s
# The City has a forward-thinking » Highly decentralized and siloed IT
approach regarding the use of IT to environment
promote economic development # PeopleSoft is not fully implemented and
# Individual departments have been embraced by departments
creative in obtaining funding for IT = IT staffing is not sufficient to meet the
initiatives City's needs
# The City has implemented a Tier-1 ERP ¥ Planning for business continuity is
solution (PeopleSoft) limited and inconsistent
[ Theas
» Improve ROI for IT investments through | | » Limited ability to successfully complete
the expansion of IT governance and enterprise IT projects
through the alignment of IT priorities » Increased TCO for IT and limited agility
and resources with City-wide priorities as a result of decentralized IT
and objectives environment
» Improve delivery of IT services to # Limited ability to sustain IT services in
internal and external user communities the event of natural disasters and other
events
Figure5 ¢ SWOT Analysis

As noted previously, although the City has a progressive and

forward-thinking approach to the use of information technology, it

will need to carefully govern its hybrid information technology
SYGANRYYSyi(o Ly bSE[ SUSt Qa OASss |
technology environment is not inherently problematic; however, it

R2Sa AYyONBIaS GKS ySSR F2NJL¢ 3I2@3SNH
FAGE YR GKFG GKS /AdGe A& YFEAYAT Ay

8 Leverage IT investments (such as by sharing business
applications where feasible rather than replicating them)

8 Increase IT staff productivity by reducing the need to
investigate and/or troubleshoot business applications that
FNE y2d I 322R FAG F2NJ G0KS /Ade
technology architecture or thehave been configured in a
manner that is inconsistent and/or neconformant to IT
best practices

8 Ensure the sustainability of the IT services provided to the
/I AdeQa AYOGSNYyIt dzaSN) O2YYdzyAlAS:

ly20KSN) LISNBRLISOGAGS 2F GKS /AdeQa LINBaSyld AyF2NNIGA2y (GSOKyz2ft238

environment is provided by theesults of theSWOT (Strengths,
Weaknesses, Opportunities, and Threasalysis depictedn Figure
5, whichis also based on the IT best practices assessment and
provides asummaryoff Qa a i NBy3IiKa FyR 66§61
opportunities and threats facing the City as a whole in its use of
information technology.

Looking athe City of Fresno in this framework, NexLevel found that
on balance the City has both significant strengths and opportunities;
however, it must act to remediate the weaknesses and potential
threats in how it governs and delivers information technology
senices.
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2.37 Assessment Recommendations

The recommendationdeveloped in the course of the IT Assessmen

are briefly described below

Recommendation

Objectives

The City should augment its
approach to IT Governance

A Provide a balanced approach to the use

information technology that permits
departments to respond to specific needs
while ensuring that information
technology spending and resources are
aligred with Citywide diredions and
priorities

Improve the ability of the City to align IT
projects and priorities with Citwide
objectives andriorities, with the
objectives of enabling the City focus
resources on its highest operational
priorities and tobetter leverage its
investments in information technology
and thus improve its return on investmen
(ROI)

The City should take steps to
improve theutilization of
PeopleSoft andlevelop an
ERRoadmap

Improve user productivity and timeliness
quality of information in the ERP system
by ensuring that users are familiar with
the features and functionality of th
application, reduce dependency on the
use of aghoc spreadsheets and database
for information that should be stored in
the ERP system

Develop a strategy that enables the City
migrate to a fully supported software
version and strikes a balance between
initial investment and longerm benefits

through ERP use

b

Recommendation Objectives
A Improve the ability of the City to leverage
existing information technology
investmentsreduce total cost of
ownershipand improve return on
investment, and encourage gse of
The Cityshould develop an existing information technology assets
Application Portfolio and A Identify and plan for the replacement of
rationalizebusiness business applications that no longer mee
applications user requirements or that are nearing the
end of vendor support
A Improve the ability of the City to plan for
the exchange of information between
applications to improve data use,
timeliness, and accuracy
The Cityshould developand A Ensurethe availability of critical business
adopt BusinessOontinuity applications and ensure that they can be
and Disaster Recovery plans restored following a natural or other
disaster
ISD &ould further adopt A Improve the ability of ISD to effectively
information technologybest manage and delivénformation
practices technology services including managing
and meeting user expectations
) A Improve the ability of the City to prevent,
ISD should improve network detect and block cybersecurity threzasd
security and develop a NIST to recover from cybersecurity attacks,
conformant cybersecurity including user education regarding
plan protection of City information assets whe
using mobile devices
A Improve the ability of ISD to meet user

The City should reonsider
the organization and staffing
of ISD

expectations, to take advantage of
information technology trends, and to
support the continued and enhanced use
of information technology in the City
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Section3z Enterprise Information
TechnologyTrends

The ways in which organizations use informatiorhtemlogy are
changingas are the expectations of internal and external
stakeholders for access to information and services. A 2010 surve
of Chief Executive Officers (CEOSs) by IBM found that:

§ ¢2RI&dQa O2YLX SEAGE A&
half of CEOs doubt their ability to manage it

2yt 8

§ Creativity is the most important leadership quality

8 The most successful organizationsareate products and
services with customers, and integrate customers into core
processes

8 Better performers manage complexiy behalf of their

organizations, customers and partnérs

While public sector organizations must also become more
customercentric and innovative, they also must find ways to
control their total cost of ownership (TCO) for information
technology and demastrate that they are obtaining the greatest
possible value for their investments (commonly measured as returi
on investment; ROI).

Similarly, the technologies, methodologies, and tool sets used to
develop and support automation, as well as the waywlnich
organizations use information technology, have evolved
considerably with the emergence of wgbl & SR 6 a Of 2 dzR

the consumerization of information technology, and mobility. The

! Capitalizing on Complexity: Insights from the Global Chief Executive Officer Study,
IBM Corporation, 2010

continued introduction and rapid evolution of information
technology products and services will impact public sector
organizations in a number of ways including:

§ The need to respond to increased public expectations for
access to information and services is forcing a shift in the
allocation of information technologsgesources from
internal uses to publifacing uses including the creation of

<« . bew groducjs and services . .
SELISOuUSR U NAASZ YR Y2NB U0KIY
The growing adoption of mobile computing as the solution

of choice for remote access to internal applications and
repositories of information and the des of users to have

0KS aryYS GaRSal1d2L) SYGANRYYSyGé
they have in the office will drive the creation of new

policies, support models, and security models

In the face of a highly diverse and evolving market of new
information technologyroducts and services and the
demand for their use, organizations will be increasingly
challenged to allocate limited IT resources

4EA YT A& O AGETT 4AAETTITCU O(UDA
Despite the benefits related to the adoption of hew information

technology trends, arly adopters often find that realizing the

intended benefits can be elusive. Gartner, a noted information

G§SOKy2ft 238 NBaSINOK FANMDVIRSBSE 2 LISF
organizations with a model to help them plan the most

advantageous time for them tadopt new information

technologies.

E0 aSNBAOSas
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Depicted below in Figuré Information TechnologgiHype Cyclé&, 8 Alignment of Business and Digital Strategike alignment
Gartner identified five discreet phases for information technology of business and digital strategies is becoming increasingly
Ayy20LdAiz2zya NIy3IAy3a FNBY (KS ¢S OK ycatitapadigforiaidn Ard SeNdces aré délivared tathB Y LIG & ( K
introduction of theA yy 2 @+ A2y 0 FyR GKS alPSI| | 2ptiblicushd dlektidrichnediums (including weites, social
SELISOGIGA2y&aé G2 GKS aLXFGSHdz|2F LINBRRazOdiniodid dppss andtke§eariddiuing alsy kcome | i
some innovations may appear promising but never make it to full 0KS Llzf A0Qa LINBFSNNBR YSlIya 27
adoption. The hypecycle is a useful tool that enables organizations government
itgfcr’r:?nkaii;nnozgclﬁzcglr:;y.deC|S|ons regarding their investments in 8 Enterprise Data Architecture aglsiness Intelligence
coupled by necessity, since witlioa coherent structure for
P the integration and aggregation of information,
y organizations will be challenged to make effective use of
the growing amount of data being accumulatgdrticularly
Sinsarsadiy e Fa GKS aLydSNySid 2F ¢KAy3azé oS
hype’begins 7] Highgnawiiasiontion oft KAy3a NBFSNBR (2 Iy SYy@ANRYYSY
, phese & 20 o proactively communicate using Internet technology). The
First-generation Methodologies and | percent adoption . : . . . .
products, high bestpractices L business intelligencenvironment is continuing to evolve as
poe, O fisvelopin S software developers seek to make these tools easier to use
needed products, out of the i
box, product suites 8§ Enterprise Document an@ontent Management (EDCM),
Second-generation . . . .
products, some which is not a new trend; however organizations are
g Sepnces s reconsidgring their approgches to ED_CM particularly
Tigger  Eweciions Disuscoment  SkpeoiEnightenment _ Producivly considering the welestablished benefits related to the
e adoption of this technology
Gartner. § Organizational Change Management (OQMjich is
Figure6cL y T2 NXF A2y ¢SOKy2f238 &llaLis / écgpt'@ying to evolve and receiving g_reater attention as
organizations seek to overcome resistance to change and to
While predicting the future of information technology can be better realize the anticipated benefits for their information
problematic,NexLevel has identified eight informatiézchnology technology expenditures A
trendsi KI G ' NB YI Gdz2NB 6AdSds gAGKAY 2N 6Se€2yR DINIySNDRa a{f2L)S 27
9yt AIKG Sy thal sfdiransformimglyoR public sector § Strategic SourC|r_1g / Clou_d SerV|ce§, whdﬂher t_he _
organizationstrategicallygovern the use of information f:oncept of sourcing services or delivering services using the
technology, use information technology to promote productivity internet are new, the number, type, capabilities, and cost of
and effectivmess, and deliver information technology services. web-based services is continuing to evolve as are the ways
These include: in which organizations utilize these services. The cloud is
Final Report November, 201¢Revised November 2017) Page |15
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rapidly gaining acceptance and, for example, some
traditional software providers do not license their software,
but rather provide access to the software on a subscription
basis

8§ Three closelyelated areas including Digital Government
Strategy, Mobility ad the Consumerization of IT, and
Cybersecurity, where both the services involved and the
related organizational requirements are continuing to
evolve. For example, the development of digital
government strategies is becoming particularly critical as
organizations find that they need to take a more holistic and
open approach to interacting with the public especially
given the rapid evolution of wireless devices (smart phones
tablets, etc.). Mobile computing is similarly impacting the
expectations of intenal users who need remote access to
applications and information as well as the need to protect
information assets from continually elwang cybersecurity
threats.

Eachof these trendss discussed below.

3.1z Alignment of Business and Digital Strategie

Planning documents often speak to the need to align technology
plans and directions with business or operational needs and
priorities ¢ generally this implies a twetep process in which
operational plans are developed and then technology plans are
crafted to support them. NexLevel believes that this process is not
as effective as it could be since the transformative impact of
technology should be considered in the course of developing
business plans, not afterwards. Industry best practices and resear
confirm that organizations that integrate business and technology
planning in a common framework achieve better results than those

that do not

IT Governances used as the catalyst emsuie the alignment

0Si6SSy 'y 2NBFYAT I (drifeg@mdhoditizi A ySaa
allocates its information technology resources and assets. In the

absence of effective alignment of business and information

technology directionscarce resources can be allocated for IT

projects that may be interesting but fail to detr real benefits to

the organization. In looking at any of the emerging trends below,

the City ofFresnoshould consider them in terms of what adoption

would mean for City operations.

3.2z Enterprise Data Architecture and Business

Intelligence
O" BAOAG
As depicted in Figurg Business Intelligence and Business Analytics,
organizations are using software tools to consume a growing body
of information for either tactical / reactive purposes (business
intelligence) or for strategic / proactiyaurposes (business
analytics). The collection, aggregation, and analysis of information
from disparate business units and sources across an enterprise i
2FGSY NBTSNNBRoOB2GUKSE AYXANKFIGR2Y
industry. Big Data provides the fourtaa for business intelligence
and business analytics.

u <
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from highly heterogeneous sources can be difficult to achieve and
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Figure7 ¢ Business Intelligence and Business Analytics

0Big Datd often includes:

8§ Data from traditional and enterprise business applications
that includes current ag/ell as historical information

§ 5F0F FTNRBY aaenabNdideices\wh&eE ¢ §0
0SSy OFIfftSR GKS aLYyGSNYySi 27
below).

NS

8§ Data from external sources (typically for comparative
purposes)

Despite the continual improvement of the tools available for
business intelligence and business analytics; the collection of data

2 Improving State Government Operations Through Business Analytics, NASCIO
Research Brief, February, 2010

expensive to maintain unless the organization has an mniss
data architecture thatlefines how the pieces fit together.

Enterprise Data Architecture

An enterprise data architecture provides the foundation for the

consumption of information for strategic purposes, otherwise

known as business analytics. The National Association of State Chief
Information Officers (NASCIO) nate (G KI G a! yI f @ GA Oa
use of data, statistical and quantitative analysis, explanatory and
predictive models, and fadiased management to drive decisions
GKS Yy

FYR I OGA2yax ¢KAA AyOfdRRSa
statistical analysis, trendg and correlation analysis that are
F LILJX ASR2 12 RFGF @é

The development and effective use of an enterprise information
architecture to effectively manage organizations is dependent on:

§ Processes and staff to support the architecture (including
processesdr its governance, support and evolution) since

020K GKS RFEGlF o0SAy3a O2ftfSOGSR

the data will change over time

A 2 4 A 9~

§ Standards and policies to ensure that busingess ap |IC&tI0n$ &

¢ K i 52 &le td eXcRand® fhbrd&tion/with offdr BuSisize

applications and support the integration and compilation of

information.

Organizations without an enterprise data architecture, supporting

standards, and staff to support it, often attempt to support
decisionmakers through a cumbersome combination dffzoc

applications, databases, and spreadsheets. These tools often use
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data inconsistently, are seldom well documented or able to quickly
meet new requirements, and eventually become a drain on
organizational resources. This can quickly become a wesst
scenario as the total cost of ownership for thesehaat processes

quickly mountsg KAt S GKS NBGdz2NYy 2y GKS
decreases.

4EA O)1 OAOT AO T &£ 4EET CcOb
GCKS LYGSNYySG 2F ¢KAYy3Ia oL2¢(

contain embedabd technology to communicate and sense or
AYUGSNI Ol 6A0K GKSANI AYGdSNYI{
Gartner Research

Q)¢

For some time devices have stored data so that it could be manual
downloaded and accessed on demand. Combining this capability
with the ability to access the internet (and thus the ability to both
autonomously receive and transmit information) has brbtgs to

the loT. McKinseyhassuggestd sixdistinct types of applicationt®
consume this informationtracking behavior, enhanced situational
analysis, sensedriven decisions analytics, process optimization,
optimized resource consumption, and comp@axtonomous

systems (collisioavoidance)

The challenge for organizations that desire (or need) to make use
this proliferation of data is to find a coherent and structured
approach that considers how this information needs to be
consumed and the cosd maintain it. For examplsome data

might be more useful when summarizeshile raw data might be
needed to developnore detailed models In this instance, an
organization might elect to develop aggregates as well as store the

3 http://www.mckinsey.com/industries/higktech/our-insights/theinternet-of-

( invesirentdoginformaign tegkinglagyy yfhedevelopaentole v v Sy (i o ¢

y

things

raw data. Although IZ NBI yAT F A2y a
O K S IdatiEcan accumulate quickly and become a logistical
problemas the number of datgapable devices increases
Therefore organizations must be able to determine what data to

2kl linyAal formiak, angd rivlang. S 4 G Y S v (

Business Intelligence

AsshowninFigurex 'y 2NBFYAT FGA2yQa |

analytics can impact both its total cost of ownership and return on

analytic capabilities generally involves greater investment but
provides the potential for organizations to reap significant benefits
by anticipating, rather than reacting to, demands for new services
and increased demahfor existing services.

3.3z Enterprise Document and Content
Management

Document Management is not a new trend; however, organizations
are adopting enhanced enterprise document and content
management (EDCM) strategies and capabilities to improve their
abilities to:

§ Better organize and catalog documents and digital content
so that they are more readily available across the
organization and to ensure that users have access to the
most current versions (organizations that have multiple
repositories for the ®rage and management of documents
and content find that these are often implemented and
used inconsistently and that they increase the organizations
total cost of ownership)
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8 Improve the ability to collaborate with internal and external
users (includingtte ability to annotate)

§ Control access to documents (and to portions of
documentg including permissions to add, read, copy,
modify, and delete

§ Conform to records management requirements

8 Search documents and content in conformance with public
records requsts

8 Support users working from remote locations

More recently,organizations have also realized tlihé absence of
a documentand contentmanagement framework limits the
usefulness of field mobilifysince this depends on the ready
availability of conteh  Consuming bandwidth and time to search
for documents is frustrating for endsers and increases
organizational costs for mobility.

Gartner Research has noted that:

The term "enterprise content management" (ECM)
describes both a strategic framework aadechnical
architecture that supports all types of content (and format)
throughout the content life cycle.

As a strategic framework, ECM can help enterpgriake
control of their content. It can contribute to initiatives
around transactional processaxympliance and records
management as well as sharing and collaborating around

As a technical architecture, ECM can be delivered either as a
suite of products integrated at the content or interface

level, or as a number of separatequucts that share a
common architecturé.

Industry statistics regarding the costs related to the manual
management otontent(includingthe unstructured storage of
documents and content in directories on network drivas} very
compellingand have ben validated by successive independent
studies. A guide published by Laserfiche (an ECM software

LINE GARSNL y20Sa GKFEG a! NBOSy
reports that the average worker spends 40% of their time managing
non-essential documents, whild¢ International Data Corporation
(IDC) estimates that employees spend 20% of their day looking for
information in hardcopy documents and only finding what they
YSSR pr: 2F GKS GAYSoE

t N C

CAylrfttez +y 2NBFYAI I ipdperigs@a | 6Af AG@
environment is greatly dependent on the implementation of EDCM
capabilities that are robust and uséiendly.

34 z Digital Government Strategy

The use of the web as a conduit for providing information to the
public and to enable them to conduct businéssot new, but the
rapid multiplication of the number of channels for communicating
with the public is new as is the continued evolution of mobile
devices. As a result, organizations are being challenged to make
information and services available to tpeablic through:

sponsored, welksites
4 Gartner Research, Magic Quadrant for Enterprise Content Management, 2015 520dzySyid al yl3SYSyidy ¢KS . d@SNRE | FyRo221:
http://www.laserfiche.com 2015
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8 Various social media platforms such as Facebook, Twitter,
and YouTube

8 A variety of devices including desktop, portable, and mobilg
devices (as discussed in the tec on the consumerization
2T LCOO® hNBIFYyAT FGA2y A Ydzal

RSOAOS oAyOf dzRAY3I Fye o0NEBgaSND I datayaddesa®miiiich tay Beliaged shared, secured,
compiledand presented in the way that is most useful for

While the use of multiple channels for the delivery of information
and/or services make it possible to reachraader segment of the
public,it also introduces the problem of keeping the messages
and/or information current and consistent and appropriate to the
channel employd and the devices used. For thisson,
organizations seeking to make effective use of batkigie and
shared channels for the delivery of information and services should
have a digital strategy that identifies:

8 The different communities that the organization wants to
reach

8 The information and services that these communities need

8 The best meansfalelivering the information and services
to them

§ The role of the various units within the organization in
supporting digital services

8 Who in the organization will be responsible for providing
oversight for the implementation of the digital strategy and
for coordinating the delivery of information and services to
the public

6 Digital Government: Building a 21st Century Platform to Better Serve the
American People, US Office of Management and Budget, 2012

The Federajovernment has adopted a digital government strategy
that is built on four principles which could be adapted for the use of

other government agencies. The principles idelu

§ Iy 4Ly T28)6 KR Modst asEomO K

0S NMNBLENER GR2REASYAREK 24Ny ¥ IAY.

the consumer of that information

§ G{KINBR tfl (icHelpeEwolk talysiid ek

within and across agencies, to reduce costs, streamline
development, apply consistent standards, and ensure

consigency in how we create and deliver information

§ | &/ dza/ iR2yYOSNW O £ ¢ InfluehchsBdwVE create,

manage, and present data through websites, mobile

applications, raw data sets, and other modes of delivery,

and allows customers to shape, share andstonme
information, whenever and however they want it

§ | LXFOF2NY 27T a{Shegmdshatdhisl v R
innovation happens in a way that ensures the safe and

secure delivery and use of digital services to protect
information and privacy

3.5z Strategic Sourcing and Cloud Services

Strategic sourcing is based on the concept of obtaining and using

the most effective service provider to respond to user needtsl
enabling permanent IT staff members to focus on kagiority,
high-value tasks and teclohogies while allocating nemission

ONRGAOIt aGdziAt AGeE€é T dzy Cspecitcy &

knowledge to lowercost service providers.

Final Report November, 201¢Revised November 2017) Page |20

GKIF G

t NR

)



The City ofFresno Strategic Technology Master Pla

For many organizations in both the public and private sector,
G Of 2dzR¢é o0 aSR &S Nluke@SaSerkiot QdadyR A
Desktop as a Service (DaaS), and Software as a Service (SaaS) o
an alternative to initial capital expenditures, the recruitment of
additional staff members, or these ofstaff-supplementation
services (contractors). Organiiats tend to keep missioaritical
applications or applications that contain highly confidential
information inrhouse while sourcing utility functions to reduce

costs and to achieve a higher degree of consistency in service
delivery. Key benefits of sating include:

§ The ability to obtain services under the terms of a service
level agreement

§ The ability to obtain service coverage for extended hours of
operation including 24x7

8 The ability to scale services to meet user demand
Nonetheless, organizatiorseeking to use external services (cleud
based or not) need to carefully consider:

8 The cost of implementation

8 The continuing costs for utilization

8 The provisions for the availability and security of
information that is stored ofbite

§ Data ownership

8 The coss and effort related to potentially exiting the
sourcing arrangement in the future

7 Leading Change, John Kotter, Harvard University Press, 1995,
http://www.kotterinternational.com

3.6 7 Organizational Change Management

y Fhe jintrogyqory of gy RHterpriseide business applications

er and/ormodifications to existing business applicatioofsen

involveschanges to existing business processes and organizational
structure; and these changes, as well as the effort required to
implement the business application, have the potential to disrupt
operations. Additionally, organizations have found that resistance
to change can limit their ability to realize the intended benefits of
business applications and prolong implementation projects,
sometimes to the point that project success is placed in jeopardy.

Organizational change management (OCM) provides a
methodolbgical framework for managing the organizational impact
of the implementation of new automatignncludingchanges in
business processestganizational structure, and culture (including
changes in focus and changes in how performance is measbred)
focusing on improving communication, setting expectations, and
working to minimize the impact of misinformation.

In 1995, John Kotter introduced an eiggiep process for fostering
the successful implementation of changes in organizational
structure, businesprocesses, and cultureY 2 ( 4 S N a
change management includes:

8§ Creating a shared sense of urgency regarding the need to
change

8§ Forming a guiding coalition across the organization to
support change

8 Creating a vision for change
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8§ Communicatingtie vision
§ Preparing to overcome obstacles

8§ Planning for, and delivering, shedrm wins to sustain
momentum

8 Remaining committed to the loAgrm process required to
transform organizations

§ 4! YOK2NAY3Ié (GKS OKIy3ISa Ay
OHKS a2NYI €0

Organizational change management is also dependent on
performance management since it provides an objective and factud
assessment as to whether the organization is obtaining the desired
outcomes from changes to business processes, structmk, a
resourcingand the effectiveness of any subsequent steps that mayj
be needed to overcome obstacles.

37z- 1T AEI EOU AT A OEA O#11

G/ dza Geenitri® ghvernment means that agencies respond to
OdzaG2YSNEQ ySSRa | y RhaelinforiatianiandS I § §
FOO02YLIX A&aK AYLERNILFYDQ
RSOAOSz¢ Aa AyONBlraiay3dte aSidAyH
services are both delivered and received in a tway exchange of

AYF2NXI (A 2 ¢Digiaf GovelnRét: Buideling a 21st Century
Platform to Better Serve the American People, US Office of Managemént
and Budget

The consumerization of information technology refers to the use of
personal devices, most often mobile, to obtain access to
organizatonal services and information (also sometimes referred tg

iralaooe ¢k$

D

as BYOIQ bring your own device). As a result, consumerization an(

8 The Impact of Mobilitypn the IT Service Desk, Gartner, 2013

i

iKS SséirPaEeg tméth%nimd%ﬁ%o < s%?\%ork oad b ' as r)r\12I¥

OOi

iKS

mobility are closely linked. dBectively,they represent a significant
opportunity for government to become more cust@mncentric and

to improve the effectiveness and timeliness of service to the public
however, they are also vexing for enterprise IT planners since

§ The proliferation of devices is a challenge for support
organizations as users attempt to obtain connectivity to
seared wireless networks and utilize applicatiori$ is
organiza De

as 10%

Ion Can increase uc

8§ User access to enterprise informatiand services from
mobile/ wirelessdevicespotentially exposes them to cyber
attacks

§ Publiefacing solutions need to be both open and adaptive
to optimize user experience from a universe of devices,
(each with different screens, browsers, and operating

A fsters)Ahaiscontinuglly eyolying ) 4

§ aC20t tY2S¢ Y20Af AGE

G2 T4 p&stangagd desktop computing model where the

Y |y Goemputes the gpgrating sysiem, the/appligationss plusithe

platform (either a desktop PC that remaiin the same
location or a laptop or notepad that moves with the user
and then connects to the host network). Whereas desktop
computing is device and location centric, mobility is user
centric

Despite these challengesiobility A & |
sector, enablingisers to move as needed and to enter or update
information on a real time basithus eliminating the need to
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The City ofFresno Strategic Technology Master Pla

capture information on paper or offline and then enter or upload
the information in the office.ln addition, mobilityenables access to
information where/when it is most needed (i.e., in responding to
incidents and emergencies)

Support for mobile devices continues to be a vexing issue for many
organizations. Some adopthring your own devicgpolicy as

being preferatial to attempting to limit the devices that users
employ; often with the caveat that IT support for other than
officially supported devices will be provided only as available and
with no guarantees as to response time. The practicality of these
policiestends to be limited since the priority of a service request
tends to be driven more by the nature of the incident or request
and the person reporting it than by the device involved.

3.8 7 Cybersecurity

While the need to secure information systems is netv, the
increased focus and importance of cybersecurity is a direct result g
the increased utilization of the web for the delivery of information

and services and the related rise of the use of mobile and persona
devices. The Associated Pressrepoiied G G KS t NS a

Homeland Security and Counterterrorism Advisor has warned that
Go6S NBE Ay GKS YA R®teShreat§ oné thaNB g
is growing more persistent, more diverse, more frequent, and more
RI'y3SNRdza ° SOSNE RI & ¢

Cisco, a leding network component and firewall manufacturer and
service provider, has noted that

The shift toward mobility and cloud services is placing a
greater security burden on endpoints and mobile devices

that in some cases may never even touch the corporate
network. The fact is that mobile devices introduce security
risk when they are used to access company resources; they
easily connect with thirgbarty cloud services and

computers with security postures that are potentially
unknown and outside of the entedNRA & S Q &
addition, mobile malware is growing rapidly, which further
increases risk. Given the lack of even basic visibility, most IT
aSOdzNAGe (SFYa R2y QG KIF @S
threats from these device¥.

In this environmenh organizations can be crippled not just by
attacks which result in the disclosure, modification, and destruction
of information but also by attacks which tal@ver critical
infrastructure components (and potentially disable them or hold
them hostage th2 dz3 K
the ability of legitimate users to access information and services
OaRSYAlIfT 2F aSNBAOSe |GGFOlavo®

The nature of cybersecurity threats is continually evoldog to

R B8/0fpwiag sophistication of hackerigt resources available to

) 2

them, anda transformation in the motivatiofior the attacksrom
Mmigghigf and ackivism tprnghalprofit. As a result, the community
of hackers has expanded to include criminal enterprises that profit
through extortion as welhs through the theft of digital assets (such
as social security numbers, account numbers, etc.).

There has been considerable attention given to cybersecurity in the
public sectorincluding the development of a detailed cybersecurity
framework by the National Institute of Standards and Technology
(NIST) in conformance tdS Executive Order 13636, Improving

4/ AGAY3I + WNBG2ft dziA2yIQ hol Yl AaadsSa NEistde2gla SnnuatSeoyirfyRepork S {1y CNI yOA & 02
July 27, 2016 http://www.cisco.com/web/offer/gist ty2 asset/Cisco 2014 ASR.pdf
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Critical Infrastructure Cybersecurityhich was issued iRebruary
20131 NISThas developed a comprehensive framework for

cybersecurity planning that includes functions for the identification

of threats, protection from them, as well as processedlioeat
detection, response, and recovety Figure 8 NIST Framework
Functions provides a summary of the functional areas and the
categories within each functional area.

| 1 - Identify | | 4 - Respond |
] Asset Management J  Response Planning
EI Business Environment :I Communications
0 Governance d  Analysis
O w - Mitigation

Risk Assessment 2 Improvements
[ risk Management Strategy
| 2 - Protect | | 5 - Recover
J  Access Control Jd  Recovery Planning
J  Awareness and Training d  Improvements
d  Data Security d  Communications
d  Information Pratection

Processes and Procedures
d  Maintenance
d  Protective Technology

3 -Detect

J  Anomalies and Events
d  Security Continuous

Monitoring
-  Detection Processes

Figure 8 NIST Frameworkunctions

1 http://www.nist.qgov/cyberframework/index.cfm

12 |bid
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Section4 z Strategic Technology
Master Plan

4.1z Plan Development

Strategic planning enables organizationdind a balance between
immediate and longerm needs. It follows that the process for the
development of a strategic plan needs to take the same
considerations into account.

Change is a constant concern for public sector executives who mu
often respand to increased public expectations and new mandates
with limited resources and information technology environments
that are not agile. Withoutralnformation Technologyt&tegic

Pan toserve as a baseline thanage and respond to change,
organizationgend to become reactive rather than proactive and, as
a result, obtain reduced benefits for their investments in
information technology.

Figure9, SrategicTechnology MastelPlan Development, depicts
the process used to develapK S Bratégi TeéhnologyMaster
Pan. Srategic projects were identified based @perational needs
and priorities identified in the course of the interviews with the

/ A& Qa dza S NInéedsing fBidtites aRENE >
recommendations thaNexLevel identified fathe City. The
NSadz GAy3a LINRP2SOG tAad gl a G§KS
team and refineglconsidering bothhe user and IT resources that
would be required to implement the projects and information
regarding information technology trendsTherefined project list
then served as the foundation for th@anning and prioritization
workshop.

City Mission, Vision
Public Expectations

¥

IT Needs and
Priorities

Operational
Needs and
Priarities

Assessment
Recommen-
dations

¥

Project
List

User and IT
Resources ’

Planning &
Prioritization
Workshop

[ T Trends

¥

ITSP Refinement

IT Strategic

Plan

Enterprise
Projects

Department-
al Projects

IT Projects

Project
Schedule

Figure9 ¢ Strategic Technology Master Pldrevelopment

7ty 38YSy

Final Report November, 201§Revised November 2017) Page |25




The City ofFresno Strategic Technology Master Pla

4.2z Project Portfolio

The Project Portfolio was developed through interviews with

membersoftheC& / 2dzy OAt = (GKS / Al@&Qa
RSLI NLIYSy(d KSIRax 1Se adl{1SKz2f
(KS /Ad2Qa /Lhs FyYR L{5 YIlyl 34

completed Project Portfolio is provided as Appendix A, and provide
information foreach of the projects that were identifieddluding:

8 The status of the project (iprogress or new)please note

that projects that were added in the course of the Project

t NA2NRGAT FGA2Y 22N)] aK2L) KI {
| RRSR®¢

§ The project name

§ ¢KS LINRP2SOGLGQa alLRyazNbao

8 An indication of whether the project is an enterprise
project

§ 5SAONRLINADGS AYTF2NNIGAZ2Y Ay
objectives / benefits, and drivers

§ An assessment of the relative levels of effort and risk

associated with theproject as well as its potential business
value to the City (low, medium, high)

NexLevel also preparedPaoject Prioritization Worksheéprovided
as Appenik B) that containedadditional information for each of
the projects including:

§ Thenameofi KS LINRP2SO0 FyR (KS LI

8 Anindication of whether the project is an enterprise
project.

8 An assessment of the relative level of effort required to
implement the project, considering the impact on both ISD
and user staff resources.

ownership for information technology or otherwise
reducing costs

- TechnologyReplacement the degree to which the
project can enable the City to replace existing
components of its information technology

NE 2 S O i Ondrastiucizre/(@cdutial applibations, hardware, system

software, etc.)

The Project Portfolio and the Project Prioritization Worksheet were
distributed to the participants in the Planning and Prioritization
Workshop that is discussed below.
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s of the project.
§ ¢KS SadAYIFIGSR €26 yR KAIK 02ai.
project based on information developed by NexLevel
8 _The estimated impact on Cipperations for each project
JS 0 S foykinglafddrkey faktordiiritllidihgza 2 F G b Sg
- Community Engagement the degree to which the
project contributes to improving the ability of the City
to provide public access to information and services
- Businesdnhancement the degree to which the
project contributesi 2 A YLINR @AYy 3 GKS [/ AGec
! 3 conduct operationdy enabling the elimination of
Dt dzR A Y Freduridant andol riokvdlue &ided actvitidsIdr>
improving productivity, etc.
- CostReduction- the degree to which the project
contributesi 2 NB RdzOAy 3 GKS / AGeQa (2
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4.37 PlanDevelopment andRefinement

(T (7 D) )

__ (1) __ \ 2) __ (3) __ (a)
\ Planning and \\ \\ \\ Finalize
Prioritization N:;\::::' ) ng:::w ; Project
/ Workshop /' schedule

Figure10¢ Steps in Plan Development ari@lefinement

Figure 10 Steps in Plan Development and Refinement, depicts the
process that was used to develop the Strategic Technology Master
Plan. Each of the steps in the process aseufised below.

Step 1-Planning and Prioritization Workshop

The planning and prioritization workshop was conduated
October 3, 2016in an open and collaborative manner with
YSYOSNE 2F (GKS / A [départmenthesds, anf Y 3
key stakeholders. Theorkshop was conducted usingsheetof
adhesive blue fabrias a backdrogthed . £ dzS 2 | £ f € 0 ®
printed out for each of the proposed strategic IT projeetsdthe
project pages wergre-staged orthe Blue Walbver the current
fiscal year (FY2016/17) and succeeding fiscal years through FY
2020/21.

The participants reviewed each of the proposed strategic projects,
added, removed, and consolidated projects as needed, and revise(
the preliminary timeline Figurell, éBlue Walt at Conclusion of
Workshop depicts the results of th®lanningand Prioritization
Workshop.

Step 2z NexLevel Review

Figure2> a. tdzS 21 ffé¢ tNR2SOGaA
results of the second step in the refiment process. NexLevel
YIELIWISR GKS LINpeSOGa FNRBY GKS «a.
using Visio so that the @itan modify the plan as needeadd

further spread some of the projects over time to accommodate
resource and funding constraints. Prdgethat are related (i.e.,

such as projects related to the review and potential renovation or
NELIX I OSYSyid 2F GKS [/ xhéeQa tS2L)X S{ 21
implementation of the Land Management System, and the

RSOSt 2LIYSyd FYyR AYLIE SYSylGlridazy 27F (
management strategyhave beemgrouped together andlenoted by

yellow highlighting.

C2tt26AY

f dzS

The projects in Figure2lare broken out by Fiscal Year (FY) and
within FY by first half (left hand column) and second half (right hand
column) except for FY 2016/17 whiék broken out into projects

that are in progress and projects that are planned. The arrows in

y ithe ch&tldahote project that continue into future Fiscal Years.

Bdsedl Srainfosn&utidl provided by the City, NexLevel developed the
Preliminary Project Schedutlepicted in Figure3dl which includes
estimated costgwhere known at this time)Estimated low and

high costs were developed for each projesmid theestimatedcost

for the projects was deved base onthe average of estimated low
and high costs.

Figure B3is divided into several sections includingArogress
Projects and Planned Projects. Thd’hogress Projects are listed in
alphabetical order by project name and the Planned Projects are
separated out into enterprise projects and other projects.
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Please note that:

8 Costs are not provided for projects that are currently
budgeted(in progress)

8 For planning purposes, all of the costs for a project are
taken at the outset of the project irrespective of its
duration, since the actuahccrualof costs will le dependent
on the project deliverables and the schedule

8 In some instances, budgetary estimates for projects were
y20 I @rAtroftS IyR GKSasS NP y20SR & a¢. 5d¢

Figure 13 also provides:

§ The number of concurrent projects scheduled in each of theg
Fiscal Year®r the plan.

8 The total estimated midrange cost (the average of the low
and high costsper eachfiscal yearand the total,
estimated, midrange costs for all of the projects. Please
note that the cost for some projects could not be estimated
atthisG AYS YR (KSaS IINB y2G4SR & dac¢. 5dé

Step 3z City Review

The draft of the Strategic Technology Master Plan was provided to
the City for its review. The Cipyovided input regarding changes to
the Strategic Technology Master Plan and the Preliminary &roje
Scheduleand these were then updatelly NexLevel

Step 4z Finalize Project Schedule

The completed Strategic Technology Master Plan was then
RSt AGSNBR (G2 GKS /Ad@& G2updaedNIS +a GKS olasStAyS FT2N dKS /AdeQa
IT governance process.
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Figurel0¢d . t dzS atTontldsién of Workshop
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Figureflca . £ dzS 2 fft¢ tNRp2SOita Cc2ft26Ay3 LYAGALE wSOASSH
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